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Vulnerability metric

• customized metrics
• identify vulnerable IT elements
• identify dangerous users’ behavior
• estimate different contributions (user/device/threat groups)
• “what if” estimations, recommendations
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Mathematical background
K. Hadarics, F. Leitold:
Improving distributed vulnerability assessment model of cybersecurity
Central and Eastern European e|Dem˛and e|Gov Days 2018 
Conference proceedings, Wien, Ausztria : Facultas Verlags- und Buchhandels AG, (2018) pp. 385-394. , 10 p.

K. Hadarics, F. Leitold. A. Arrott:
Distributed vulnerability assessment applied to measuring citizen cyberhealth and securing online public services
Central and Eastern European e|Dem and e|Gov Days 2017, Budapest, Hungary

K. Hadarics, K. Győrffy, B. Nagy, L. Bognár, A. Arrott, F. Leitold:
Mathematical Model of Distributed Vulnerability Assessment
9th International Scientific Conference, Security and Protection of Information, 2017, Brno, Czech Republic

F. Leitold , A. Arrott, K. Hadarics:
Quantifying cyber-threat vulnerability by combining threat intelligence, IT infrastructure weakness, and user susceptibility
24th Annual EICAR Conference, Nuremberg, Germany, 2016
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Triunal Model of 

Cybersecurity Vulnerability

Three contributing sources, or triunes:
• malicious activity
• unprotected IT
• facilitating adverse user behavior

Mathematical background
The main area which the
IT Security Team focuses on

Threat landscape
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Estimating vulnerability level

The vulnerability level of the 
infrastructure is defined as the
probability of at least one threat
capable of reaching the organization 
and being executed on at least one 
device used by the given users in the 
infrastructure. 

Mathematical background
The main area which the
IT Security Team focuses on

Threat landscape
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User awareness measurement – why is it important?
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frequency

user awareness

User awareness measurement
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What can we measure?

- Device usage
- Application usage (especially: for communication)
- Opening different types of files
- Influence protections (e.g.: update policy, suspension)
- Browsing on the internet
- …

User awareness measurement
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How can we measure?

PASSIVE
monitoring normal usage

ACTIVE
causing different situations

User awareness measurement
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Case I: Different browsing habits

In the browser he opens only www.cnn.com and 
www.wheather.com websites. 

In the browser she opens at least 20 new websites a week 
which have not been visited in the previous 6 months by 
her.

User awareness measurement – use(r) cases

http://www.cnn.com/
http://www.wheather.com/
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Case II: Different occupation

Working at the HR department, she receives job applications by 
email, including CVs in PDF attachments.

He has never received any email with PDF attachment before.

User awareness measurement – use(r) cases
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Case III: Mixture of case I & II

Working at the HR department, she receives job applications by 
email, including CVs in PDF attachments.

He has never received any email with PDF attachment before.

User awareness measurement – use(r) cases

In the browser she opens only  www.cnn.com and 
www.wheather.com websites. 

In the browser he opens at least 20 new websites a week 
which have not been visited in the previous 6 months by him.

Threat II.

Threat I.

http://www.cnn.com/
http://www.wheather.com/
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Conclusions

User awareness measurement – use(r) cases

• User awareness measurement has to be distributed related to 
different attack vectors

• Distributed measurement can be used for calculating the 
integrated metric related to the security level of the 
organization …

• … and it can be used for organizing customized actions for the 
users
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• to identify user interaction characteristics in the case of different 
threats and to group them by attack vectors,

• to identify measurable signals having any connection with user 
actions, 

• to find correlation between user actions identified by relevant 
signals and attack vectors,

• to define metrics related to user behavior level  for each attack 
vector.

Threats

Attack
vectors

Measurable
signals

METRICS

User awareness measurement – research
Research project has been started
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