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5G HALOZATOK KIBERBIZTONSAGA

SPECIALIS TAMADASOK ES
SPECIALIS VEDELMI MEGOLDASOK




MIBEN KULONBOZIK AZ 5G A KORABBI
GENERACIOKTOL?
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5G SA (StandAlone) Architecture

quipment ("adio "ccess ''etwork) (Core "etwork)

Network Repository Function

m Unified Data Management
m Session Management Function
— E Network Slice Selection Function I t t
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m Policy Control Function
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m Authentication Server Function
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. . Access and Mobility Function
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- Error-free data transmission - Direct Data Handling - Radio Resource Management
- Beamforming - Timing - Data Processing

- Massive MIMO - Security - Mobility Management



A SAJAT 5G

HALOZATUNK
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Csatlakozas az 5G-s halozatra,
regisztracio

[
_ Regisztracios folyamat, az eszkoz €s a maghalozat kozott.

=

Miért is kell a regisztracios folyamat?

Feliratkozé azonositasa és autentikaciodja:

Azonosito - IMSI (International Mobile
Subscriber Identity)

IMSI Catching
Biztonsag és titoktartas:

Biztonsagos és védett kapcsolat
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KOMPONENS LOGOK

Time + Info X » Category Component Severity
> Jun 9, 20822 @ 23:25:31.600 Deregister from NRF successfully =Init UDM info
> Jun 9, 2022 @ 23:25:31.0060 UDM terminated =Init UDM info
> Jun 9, 20622 @ 23:25:31.8080 Deregister from NRF successfully =Init NSSF info
> Jun 9, 2022 @ 23:25:31.6808 NSSF terminated =Init NSSF info
> Jun 9, 20622 @ 23:25:31.8080 Deregister from NRF successfully =Init SMF info
> Jun 9, 2622 @ 23:25:31.08080 Deregister from NRF successfully =Init AUSF info
> Jun 9, 2022 @ 23:25:31.6068 AUSF terminated =Init AUSF info
> Jun 9, 20622 @ 23:25:31.08080 Deregister from NRF successfully =Init UDR info
> Jun 9, 2022 @ 23:25:31.060 UDR terminated =Init UDR info
> Jun 9, 2622 @ 23:25:31.008 [PCF] Handle Amf Status Change Notify is not implemented. =Callback PCF warning
> Jun 9, 2022 @ 23:25:31.000 204 | 127.6.06.1 POST /npcf-callback/v1/amfstatus =GIN PCF info
> Jun 9, 20622 @ 23:25:31.8080 Deregister from NRF successfully =Init PCF info
> Jun 9, 2022 @ 23:25:31.60686 PCF terminated =Init PCF info
> Jun 9, 2022 @ 23:25:30.0080 Terminating UDM... =Init UDM info

> Jun 9, 2022

23:25:30.000 Send Deregister NFInstance =Consumer UDM info
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“frame":

“"frame frame nffeot chift”* "A AAAAGRARAR'
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FRERRY) . AT AL CACAIALVILL I o ) ]
"layers": { “ngap”: {

"sctn": ¢ "ner ner chnirn

"nas-5gs": {

“nas-5gs_nas_5gs_msg_auth_code”: "8x161/e6b@’
"s e e D e "nas-5gs_nas_5gs_seq_no": "5’

. 2:80", " .

“z “per_per_sequence_of_lengtt ‘t?TTZ ' - | o |

o “ngap_ngap_protocolIEs": "! Security protected NAS 5GS message

"t ‘per_per_extension_present. "Encrypted data'

ve “ngap_ngap_fiveG_TMSI": "ct ]'

'S e21zeznzmee s | "nas-5gs_nas_5gs_epd": "126°

; 181", - - - ' o

s “101" “nas-5gs_nas_5gs_spare_half_octet”: "@",

° I, "nas-5gs_nas_5gs_security_header_type": "1’
“ngap_ngap_tAC": "153" \
‘per_per_extension_bit": f: ) . -

'}" “ngap_ngap_ProtocolIlE_Fiel« ‘ngap_ngap_aMFPolnter”: "06°,

s null, "per_per_octet_string_length": "44

.F‘ null, "“ngap_ngap_procedureCode”: "157,

S

"s, :Iﬁi: “per_per_optional_field_bit": false,

's — i1 “ngap_ngap_pLMNIdentity": "61:f1:81°

= ], "ngap_ngap_id": |

'S "per_per_enum_index": "4’ "QC:

'S "ngap_ngap_value_element": ,,;;.

'S null, Q?

'S null, 127

'S null, 98",

'S null, "26'

‘s null

e
“"Item 2: i1d-|
"ITtem 3: 1id-|

“Item 4: i1d-|

“ngap_ngap_RRCEstablishmentCause”: "4’
"ngap_ngap_UserlLocationInformation”: "1




TAMADAS ELEMZES

> Jun 9, 2022 @ 23:16:41.205 35540 - 27017 [ACK] Seq=48709 - TCP -
> Jun 9, 2022 @ 23:25:31.6600 - Deregister from NRF successfully
> Jun 9, 2022 @ 23:25:31.000 - UDM terminated
> Jun 9, 2022 @ 23:25:31.000 - Deregister from NRF successfully
> Jun 9, 20622 @ 23:25:31.000 - NSSF terminated
> Jun 9, 20622 @ 23:25:31.000 - Deregister from NRF successfully
> Jun 9, 2022 @ 23:25:31.000 - Deregister from NRF successfully
> Jun 9, 2022 @ 23:25:31.000 - AUSF terminated
> Jun 9, 2022 @ 23:25:31.000 - @® © Deregister from NRF successfully
> Jun 9, 2022 @ 23:25:31.000 - UDR terminated
> Jun 9, 2022 @ 23:16:46.941 39132 - 8008 [FIN, ACK] Seq=14 - TCP -

8 Ack=277 Win=65536 Len=B TSva
1=3709637690 TSecr=3529765875




OPENSEARCH DASHBOARD

Handle NFDiscoveryRequest

| 500 | 127.0.0.1 | GET | /nnrf-disc/v1/nf-instances?requester-nf-type=_&target-nf-type= |




RIASZTASOK

GNU nano 4.8
DOS Rule
frequency
filebeat elastalert*®

num_events: 100

@ Opensearch_Elastalert Webhook 24/10 6:15 pm

DOS Rule

Tobb mint 100 darab HTTP protokol csomag érkezett, 2023-10-24116:14:52.266Z-kor errdl az IP cimrél:127.0.0.1

</ Valasz

- "ms_teams”
ms_teams _alert summary: Alert

ms_teams theme color: '#ff0000'
ms_teams webhook url: "https://obudaiegyetem.webhook.office.com/webhookb2/24591b76-7e25-4691-8%9ca-

run_every:
minutes: 1

buffer time:
minutes: 15




infolab@nbsz.gov.hu

infolab.nemzetilabor.hu

Infocommunication and
Information Technology

National Laboratiry -
Infol.ab

PROJECT

NATIONAL RESEARCH, DEVELOPMENT F INAN C E D F RO M
e ONGARY THE NRDI FUND




Infol.ab research —

5G and Cyber security,
eGovernment/Al

5G NR RI vulnerabi

D1

Real Time Vulnera

ity and protocoll analysis

D1

ity Information

Managemet — Risk Assessment

Internet Survey - Identification of hacked

web pages/devices

Security certification of IoT devices

Secure Communication — Block chain

Al based eGovernment and administrative Al

solutions

National Data Assets

Sate Digital Society Innovation Cluster




Discussions -
Horizon Europe — Conferences — sharing of
LOOklﬂg for par tners tenders / projects presentations results /
informations



To ease sately the everyday life in the future

Infocommunication and
Information Technology
National Laboratiry

infolab@nbsz.gov.hu

infolab.nemzetilabor.hu
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