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Cyber range csapat

Eldaddk: Kdvesdi Gabor Verasztd Balazs Kraudy Richard
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Cyberrange

« Valos ideju gyakorlo tér
« Nem csak piros a kék ellen
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A csapat

« Hallgatok, tanarok, kulsos segitok
« Tamogatok: NKI, Andrews, HUN-REN SZTAKI
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Kek csapat

e Feladatunk a védelem
Ennek tervezése
felallitasa

« Felkeszulés es strategia

« Monitoring, logelemzes,
csapatmunka

« Wazuh, Ansible, TheHive
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Piros csapat

Valos tamadasok szimulalasa
Séruléekenysegek feltarasa és kinasznalasa
/0ld csapattal valé munka
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SN,
A tamadas het lepcsofoka 4

RECONNAISSANCE

1. Kutatas, felterképezés
«2: Gyartas, eloallitas e
«3: Szallitas, terjesztés

4. Hasznalhatova tétel

5: Bedgyazas, belltetese
*6: Iranyitas, iranyitas

/. Megvalositas, végrehajtas

ACTIONS ON DB.JECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals
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Forgatokonyv

Phishing tamadas utani intézkedések elvegzese

Erintett felhasznalok kikutatésa, fiokjaik “biztonsdgossé
tétele”

« Erintett felhasznalok megtalaldsa
 Fiokok tiltdsa, Uj jelszavak beallitasa

Phising oldal elerhetoségének tiltasa
Erintett dllomanyok visszaéllitésa
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« Keretrendszer

« Taktikak

e Technikak

« Folyamatosan frissulo
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Reconnaissance
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Resource
Development

Initial Access

Execution Persistence

10 techniques

6 technigues

9 technigues 10 techniques

18 techniques

Privilege
Escalation
12 techniques

Defense Evasion
37 techniques

Credential
Access
14 techniques

Discovery
25 techniques

Lateral
Movement
9 technigues

Collection
17 techniques

Command and
Control
16 technigues

Exfiltration
9 techniques

Impact
13 technigues

Active Scanning

Gather Victim Host
Information

Gather Victim Identity
Information -

Acquire
Infrastructure

(0/6)

Compromise
Accounts ;,

Compromise

Command and
Scripting
Interpreter .,

Drive-by
Compromise
Exploit Public-
Facing Application
Execution

Inter-Process

Exploitation for Client

Account

Manipulation 4,

BITS Jobs

Boot or Logon
Autostart

Infrastructure ,;, Services

Gather Victim Network
Information ;4

Gather Victim Org
Information ; ,

Phishing for
Information ;-

Search Closed
Sources ;/,

Search Open
Technical
Databases ;5

Search Open
Websites/Domains ;,,

Search Victim-Owned
Websites

Develop
Capabilities 4,
Establish
Accounts ,

Obtain
Capabilities ;4

External Remote u

Hardware
Additions

Native API

Execution ;5

Communication 5,

- Boot or Logon
Initialization

Scripts /5,

Abuse Elevation
Control
Mechanism ; ,

Access Token
Manipulation ;5

Boot or Logon
Autostart
Execution ;;,

Boot or Logon

nPhishing (0/3

Replication
Through
Removable Media

Scheduled
Task/Job ¢
Shared Modules

Tools

Supply Chain

Compromise 4,
Trusted
Relationship

User Execution |
nVaIid

System
Services ,

Windows
Management
Instrumentation

Accounts

Software Deployment

nHijack Execution

Initialization
Browser Extensions 8 Scripts 5,
Compromise Client
Software Binary System
Process /.,
Create
Account Event Triggered
Execution 5,
Create or Modify
System
Process ;4

Exploitation for

Event Triggered
Execution 5,

Group Policy
Modification

External Remote
Services

Hijack Execution
Flow (0/11)

Process
Flow (54 Injection (17
Scheduled

Task/Job ;5

Implant Container
Image

Office
Application
Startup ;5

Valid
Accounts 4,
Pre-0S Boot 5

Scheduled
Task/Job

Server Software
Component -,

Create or Modify

Privilege Escalation

Abuse Elevation
Control
Mechanism

Access Token
Manipulation 55,

BITS Jobs

Deobfuscate/Decode
Files or Information

Direct Volume Access
Execution
Guardrails
Exploitation for Defense
Evasion
File and Directory
Permissions
Modification 5,

Group Policy
Modification

Hide Artifacts

Hijack Execution
Flow (g/41

Impair Defenses ,;

Indicator Removal on
Host 55,

Indirect Command
Execution

Masquerading

Modify Authentication
Process /4

Modify Cloud
Compute
Infrastructure  ,,

Brute
Force 5,4

Credentials
from Password
Stores ;5

Exploitation for
Credential Access

Forced
Authentication

Input
Capture .,

Man-in-the-
Middle 5,
Modify
Authentication
Process /.,

Network Sniffing

OS Credential
Dumping (o/a

Steal Application
Access Token

Steal or Forge
Kerberos
Tickets 4,

Steal Web
Session Cookie

Two-Factor

Authentication
Interception

Unsecured
Credentials g,

Account
Discovery
Application Window

Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service Discovery
Domain Trust Discovery

File and Directory
Discovery

Network Service
Scanning

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery

Process Discovery
Query Registry

Remote System
Discovery

Software
Discovery

Exploitation of
Remote Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote
Service
Session
Hijacking 5/,

Remote
Services g
Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material 4,

Archive

Collected

Data ;4
Audio Capture

Automated
Collection

Clipboard Data

Data from Cloud
Storage Object

Data from
Configuration
Repository ;5
Data from
Information
Repositories 5,

Data from Local
System

Data from Network
Shared Drive

Data from
Removable Media

Data Staged ;,

Email
Collection

Input
Capture .

Man in the Browser
Man-in-the-
Middle

Screen Capture

Video Capture

Application Automated
Layer Exfiltration
Protocol 4,

Data Transfer
Communication Size Limits
Through
Removable Media Exfiltration
Over
Alternative
Protocol

Data
Encoding ;»

Exfiltration Over
C2 Channel

Data
Obfuscation

Exfiltration
Over Other
Network

Medium

Dynamic
Resolution 4,

Encrypted
Channel ,
— Exfiltration
Over Physical
Medium

Fallback Channels
)
Ingress Tool
Transfer Exfiltration
Over Web
Multi-Stage Service ;,
Channels

Scheduled
Non-Application Transfer
Layer Protocol

Transfer Data to
Non-Standard Port Cloud Account

Protocol Tunneling

= nproxy\j: 1)

Remote Access
Software

Traffic
Signaling

Web
Service /5

Account Access
Removal

Data Destruction

Data Encrypted for
Impact

Data
Manipulation 5,

Defacement ;,
Disk Wipe ,

Endpoint Denial
of Service

Firmware
Corruption

Inhibit System
Recovery

Network Denial
of Service 5,
Resource Hijacking

Service Stop

System
Shutdown/Reboot




Caldera

« Tamado szimulalas
o Mitre ATT&CK

« Nyilt forraskodu

« Flexibilis
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Exploit DB

« Serlulékenseégek gyljtemenye
* Ingyenes
« Serulékenysegek kihasznalasa
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SN,
Z0ld csapat feladata

« Miaz a zold csapat?

« Haldzat automatukus krealasa
»  Ujra hasznélhato
« Modularis
« Felho alapu
«  Bovithets

« Haldzat alapvetd konfiguralasa (allandé elemek)
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DMZ szelver
4 dev endpoint Jaték tér

&

szimuldlt NET szegver

Belsd halozat

Tamadoi
halézat

Piros szerver

Szervezoi
halo

Blue szerver

-

Ansible szerver VPN szerver




Hasznalt eszkozok
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Tovabbfejleszte5| lehetOségek

« Uj forgatékonyvek létrehozésa
o Uj eszkdzok beépitése

« Feladatok bonyolitasa

« Jatekos csapat novelese
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Koszonjuk a figyelmet!



