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Mi a User and Entity Behavior Analytics
(UEBA)?

e User and entity behavior analytics (UEBA),
vagy user behavior analytics (UBA)
 kiberbiztonsagi megoldas

 viselkedéselemzést, gépi tanulast hasznal

* Az UEBA — ezt a kifejezést el6szor a Gartner @\@

il
2015-ben hasznalta — a felhasznaloi 7
viselkedéselemzés (UBA) tovabbfejlesztése. b5
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Miért van szukséglnk az UEBA-ra?

e Saas, a felho6k, hibrid
rendszerek, mobilalkalmzasok
megjelenése

THREATS TO MEDIUM-SIZED BUSINESS KASPERSKYS I

Over a 12-month period these companies experienced...

- ' External ‘I (9] 8‘ 7 (o) Internal
@ threats 9 /0 /0 threats
6 TOP 3 THREATS
Accidental data leaks

of things
. Malware attacks Attacks using software vulnerabilities caused by staff

33% 32%

* Mashogy mikddik, mint a
SIEM platformok

e Egyarant foglalkozik a kiilsé és - |
belsé fenyegetésekkel Bl $134K

aresult of a single incident




Az UEBA taktikai felhasznalasa

 Rosszindulatu bennfentes felhasznalok

e Feltort bennfentes felhasznaldk

 Kompromittalt entitasok Ry

* Adatlopasok kisz(rése




asa

* Zero Trust biztonsag megvaldsitasa Zero

Trust

 GDPR-megfelelés




Az UEBA e

UEBA el6nyok:

UEBA hatranyok:

dnyei és hatranyai
\\ I / / » TRUE POSITIVE

» TRUE NEGATIVE
» FALSE POSITIVE
» FALSE NEGATIVE

Az analitikat és az adattudomanyt alkalmazva feltarja a
biztonsagi fenyegetéseket

Az 6sszes felhasznalo és egyéb entitas nyomon kovetése
Csokkenti a biztonsagi eseményeket - S
Kevesebb false pozitiv riasztas

Draga a bevezetése.

Onmagaban nem elég, az SIEM, IDS/IDP, EDR/XDR
eszk6zoket nem valtja ki.

Harmadik féltél szarmazdé napldkat hasznal
Lassan telepithetd

Sok keresztfunkcionalis jovahagyast és
rendszerkonfiguraciot igényel
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Inside Threat Detection using ML and Al




Az UEBA rendszer munkafolyamata

Offense
Identification




Milyen kereskede
UEBA eszkozok ér

/77

Onallé kereskedelmi megoldasok:

Aruba IntroSpect
Fortinet Fortilnsight
Gurucul Risk Analytics

mi vagy nyi

netdk el?

t forraskodu

Vendor / Solution | Diverse Agent / Agentless| ML and Al Risk Key Features / Use Cases
Data Sources Scoring
Aruba Introspect | Yes Agentless 100+ supervised and Yes Security Policy Management, Enterprise Scale

unsupervised ML models

SIEM Compatible, Billions of events per day

Fortinet Yes zero-config Agent | ML and Al No PIM, Insider Fraud, Forensic-level Reporting
Fortilnsight i Regulatory Compliance Support

Gurucul Risk Yes Both Agent And 1000+ ML and Yes Self-Auditing, Account and Identity
Analytics Agentless Al Models Management, signature less technology
Securonix Bolt Yes Agentless Advance ML Yes Predictive and adaptive learning, 1000+

Splunk-Caspida

Threat Models, Threat Exchange library

Securonix Bolt

- Microsoft Sentinel “:A
Open source megoldasok:

- a piacvezetd SIEM megoldasok (AlienVault OSSIM,

ELK Stack, SIEMMonster) még nem rendelkeznek
UEBA modullal

- OpenUBA (?)

KEY
FEATURES

* Assetdiscovery

* Agentand Agent less
monitoring

¢ Secure log management

¢ Vulnerability
assessment

* SIEM event correlation

¢ HostIntrusion
detection system

« Utilizes three open
source projects

(Elasticsearch, Logstash,

Kibana)
« Advance log analytics
¢ Time-series database
and indexing

¢ ELKstack incorporated
with threat intelligence
and correlation rules

UEBA
FUNCTIONALITY

* No UEBA

functionality

* No integration with

other UEBA
solutions

* NoUEBA

functionality

No integration with
other UEBA
solutions

* UEBA functionality

only available in
paid version

LIMITATIONS

* Normalized log not

available

* Scalability issues
e Limited log

management

* Can be deployed on

a single server only

¢ Nothreat

intelligence and
correlationrules

* Nosecurelog

collectionand
management

* No vulnerability

scanner

* No machine

learning and threat
prevention
functionality




OpenUBA
tech stack

SIEM

Server side

API

Flask

Visualization
Datashader

Modeling

‘? @ (tear. [ Keras

= B d

Client Dashboard
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KO6szondm a figyelmet!



Forrasok:

e https://www.ibm.com/topics/ueba (letdltve 2023. 11. 05.)
* https://www.paloaltonetworks.com/cyberpedia/what-is-ueba (letoltve 2023.11.08.)

* Tanya Akutota, Swarnava Choudhury: Big Data Security Challenges: An Overview and Application
of User Behavior Analytics - International Research Journal of Engineering and Technology (IRJET)-

Volume: 04 Issue: 10 | Oct -2017

e Salman Khalig, Zain ul Abideen Tariq, Ammar Masood: Role of User and Entity Behavior Analytics
in Detecting Insider Attacks — IEEE Xplore


https://www.ibm.com/topics/ueba
https://www.paloaltonetworks.com/cyberpedia/what-is-ueba

